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Abstract

The most significant factor for the abnormal-based
NIDS is how to select important features for judgment
by the detection engine. On the other hand, since most
NIDS emphasize their real-time capabilities, time
expense for judgment is very important. That means
the number of features can not be large because more
features selected, more time for processing is needed.
The selection of features is a key point for the success
of an NIDS. The paper presents a genetic algorithm
combined with KNN for feature selection. We also
applied a lot of DoS attacks to evaluate the
performance of our algorithm. According to
experiment result, using only 12 selected features we
can get 95.17% detection rate. This shows that the
features selected by our algorithm are really
significant to the DoS attacks.
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(NIDS) » Network Security » DoS Attacks » Genetic
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